PRIVACY POLICY PREPARED FOR ELEMENT CONSULTING ENGINEERS (PTY) LTD, 1 July 2021
THE PROTECTION OF PERSONAL INFORMATION ACT: CUSTOMER PRIVACY NOTICE

STAKEHOLDERS:
The stakeholders are ECE shareholders and management and those providing input, all people
affected and those whose support are necessary to ensure the drive for compliance.
POPIA compliancy is viewed as an opportunity to protect all stakeholders and take business practices
to new heights. It is our aim to develop a culture of privacy protection starting from management
level, and filtering down to the rest of the company to reinforce that all information should be treated
with integrity. The compliance framework will be implemented, monitored and maintained as an ongoing business practice.
INTRODUCTION:
This privacy notice has been adopted by ECE in terms of the Protection of Personal Information Act 4
of 2013 (“POPIAA”).
During your interactions with us, it may happen that we need to process some information about you
which may constitute personal information for purposes of POPIAA, which may include accessing it,
storing it, merging it with other information, deleting or destroying it, and possibly sharing it with third
parties.
In terms of section 18 of POPIAA we are required to bring to your attention certain matters relating
to your personal information, which we set out in this notice document.

By interacting with ECE and providing your personal information to us, you acknowledge
that you have read and understood this notice and have agreed to the contents hereof. You
furthermore authorize us to take any of the actions described herein insofar as your
personal information is concerned.
TERMS USED IN THIS NOTICE
Below is a list explaining some of the commonly used terms in this privacy notice:
Data Subject

The person whose personal information is being processed by or on behalf of ECE.

Information Officer

The person internally tasked with ensuring compliance by the Responsible Party,
provided that such role may have been delegated to one or more Deputy
Information Officers.

Information Regulator

The office established in terms of POPIA to oversee the implementation of, and
compliance with POPIA.

PAIA

The Promotion of Access to Information Act 2 of 2000.
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Personal
Information

Any information that pertains to an identifiable Data Subject. POPIAA lists many examples.
These include things like contact information, information about a person’s identity, health,
religion, education, employment, biometric data, etc.

POPIA

The Protection of Personal Information Act 4 of 2013.

Processing

The actions taken in respect of Personal Information by the Responsible Party or on their
behalf. This includes most forms of interaction with the records containing such information,
such as creating new records, transmitting information, storing it, updating it and deleting or
destroying it.

Operators

Third party service providers who process personal information on behalf of ECE.

Responsible
Party

The person who decides the reason and means by which personal info will be processed. In the
context of this privacy notice, Element Consulting Engineers (Pty) Ltd is the Responsible Party.

Special
Personal
Information

Certain types of personal information are classified as “special”, which means in most cases that
their processing is restricted and subject to additional requirements. Most relevant categories
for this privacy notice that are classified as “special” include information about a Data Subject’s
religious or philosophical beliefs, race or ethnic origin, political persuasion, health or sex life,
biometric information or criminal record.

WHAT POPIA REQUIRES OF ECE
This privacy notice constitutes ECE’s commitment to uphold the following conditions when working
with your Personal Information:
Accountability
We are committed to fulfilling our requirements in respect of implementing POPIA at ECE. This
includes:

Encouraging compliance within ECE.

Handling information requests.

Co-operating with the Information Regulator if there is an investigation or query.

Taking such other measures as may be prescribed by regulation.
Limitations on processing
This condition is aimed at ensuring that processing of Personal Information is as limited as possible,
with reference to the purpose for which it is processed. It requires that:








Processing must be done in a lawful manner (i.e., comply with POPIA or other applicable laws)
and in a reasonable manner, which does not unreasonably infringe on the Data Subject’s
privacy.
The extent of the Personal Information that is processed must be limited to such information
as is relevant, adequate and not excessive in relation to the reason for processing the
information.
Personal Information may be processed, if necessary, in order to provide a service to a Data
Subject, or if they consent to its processing. The Data Subject may withdraw this consent, but
it may then become impossible to provide them with services.
Lastly, as far as reasonably possible, Personal Information must be collected directly from the
Data Subject to whom it pertains and not from third parties, although this is subject to other
applicable laws (e.g., FICA), which may require verification with third parties.
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Reasons for processing
This condition relates to the purpose for which personal information is being processed. In most cases,
a Responsible Party must explain to the Data Subject what their reason is for needing the information
and what they are going to use it for.
Quality of information
A Responsible Party is required to take “reasonably practicable” steps to ensure that the information
it processes is complete, accurate, not misleading and updated where necessary, with reference to
the purpose for which the information is being processed. In other words, reasonable systems must
be put in place to make it as simple and easy as possible to keep information accurate and up to date.
Notices and communication
This condition relates to communication and notifications to Data Subjects, which helps them to
understand what their information is being used for and how to exercise their rights in respect of their
information. That is the purpose of this privacy notice.
Security
A Responsible Party is required to take “appropriate, reasonable technical and organisational
measures” to prevent loss, damage, unauthorized destruction and unauthorized access to or
processing of personal information.
Where a Responsible Party allows information to be processed by an Operator on its behalf, it is
required to have a written contract with such Operator, wherein the Operator agrees to comply with
the same security requirements as the Responsible Party.
In the event of a suspected data breach, a Responsible Party is required to notify the Information
Regulator, as well as Affected Data Subjects.
Participation
This condition relates to a Data Subject’s rights to access Personal Information about them and to
request corrections, deletion or destruction thereof. The manner in which information may be
requested is actually not regulated by POPIA, but by PAIA, which is why POPIA requires responsible
parties to prepare or update their PAIA manuals.
PROCESSING OF PERSONAL INFORMATION AT ECE
Information that we process
We process various types of information relating to various Data Subjects, which will differ depending
on your relationship with ECE.
Please refer to Schedule 1 of this notice for a breakdown of the Personal Information commonly
processed by ECE.
How we process it
We process personal information by way of digital and physical means. Certain information is
processed only by digital means – especially if it was provided to us only in digital format or using one
of our digital platforms – and is subject to the safeguards contained in our IT policies. Other
information is captured manually by way of standard application forms. These records are kept in
physical format and secured physically, in accordance with the Physical Information Security Policy.
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Such information is also captured digitally and stored on our digital infrastructure in accordance with
the provisions of our IT security policies.
Reasons for processing personal information and consequences of not doing so
The proper functioning of ECE as a private business requires us to process certain personal
information. This could be for any of the following reasons:
1.

HR & Financial, i.e., employment applications, Bursary agreements, etc

2.

Marketing, i.e., sending out surveys to current clients (we will provide you with an opt in or
out option)

3.

Procurement, i.e., other stakeholders’ personal information like ID documents, qualifications,
proof of address, banking details

4.

Any other reason which is integral to our functioning properly as an independent concern

If requested Personal Information is not provided to us, we may not be able to properly fulfil the
above-mentioned functions, which may result in the relevant interaction being interrupted, or ECE
not engaging in such interaction at all, in the sole discretion of ECE. We accept no responsibility for
any such interruptions if Personal Information was requested by us but not provided.

All Personal Information accessed / used by ECE Stakeholders is subject to Levels of Confidentiality:
1.
Confidential (only senior management have access)
2.
Restricted (most employees have access)
3.
Internal (all employees have access)
4.
Public (everyone has access)
Where we may obtain your personal information from
In most cases, we will request your personal information directly from you. However, in some cases
we may need to obtain it from third parties. This will be the case if you have authorized us to do so,
or where the nature of our interaction with you reasonably requires us to do so. If we process your
personal information on behalf of a third party – for example where your spouse or your parent have
provided us with such information – then we do so on their express authorisation and on the
understanding that they have obtained your consent, or that they have the legal authority to provide
us with your Personal Information.
In some cases, especially if you are an organisation, we may need to obtain personal information
relating to third parties (such as your office bearers or employees) from you. You hereby warrant that
you have the express and informed consent of such third parties to provide us with any such
information and indemnify us against any liability to such third parties, or any other party, as a result
of a lack of such authorization.
Sharing of your personal information with third parties
We may need to share your Personal Information with third parties. In general, this is limited to
transmitting or storing such information through, or on, electronic communication and storage
infrastructure administered by third party service providers, which is subject to reasonable security
safeguards. However, depending on the nature of our interaction with you, we may need to share
some of your Personal Information with other third parties.
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Should you be in arrears with fees that are due and owing to us, we may share your contact, identity
and financial information with our authorized representatives for purposes of recovering the debt due
to us.

Information leaving the country
We may need to transmit your Personal Information to a location outside of the country, where it may
be processed by third parties. This may, for example, happen when we are communicating with you
while you are not in the country. It may also happen where our backup infrastructure is located in, or
administered from another country. In such cases, the transmission and processing of such
information is subject to the provisions of s72 of POPIA, meaning that the third party to which we may
transmit your information will either be subject to laws, or a contract with us, or corporate binding
rules, which requires them to employ the same reasonable safeguards in respect of your Personal
Information that we are required to comply with in terms of POPIA.
Retention of your personal information
In general, we only retain your personal information for the duration of our interactions with you and
for a reasonable period thereafter, in order to facilitate further similar interactions. We are, however,
in some cases legally required to keep certain information for specific periods of time, which usually
does not exceed a period of 5 years. Please refer to Schedule 2 of this policy for instances where
specific retention periods apply.
Information that we retain for marketing or statistical purposes may be retained indefinitely, provided
that you have authorised us to use the information for marketing purposes or, in the case of use for
statistical purposes, that the information has been anonymized.
Information Security
As required by s19 of POPIA, the confidentiality and integrity of any Personal Information processed
by us is subject to reasonable technical and organisational safeguards to prevent loss, damage,
destruction or unauthorised access, having due regard to generally accepted information security
practices and procedures. We will notify you, and the Information Regulator, should we suspect that
a data breach has occurred.
We are not liable to you, or any other person, for any harm, loss, damage, destruction or
unauthorized access that may occur despite our implementation of such reasonable safeguards.
Your rights
In terms of sections 23 and 24 of POPIA, you have the right to access, and to request us to correct, any
personal information retained by us, subject to the provisions of those sections. Please refer
to ECE’s PAIA MANUAL for more information on the process to follow in this regard
(www.eceng.co.za).
You furthermore have the right, in terms of section 11(3) of POPIA, to object to our holding of your
personal information. Please refer to ECE’s PAIA MANUAL, for more information on the process to
follow in this regard.
Should you wish to lodge a complaint, you may contact the office of the Information Regulator, whose
contact details appear overleaf.
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CONTACT INFORMATION

Information Officer
ECE has appointed an Information Officer and a number of Deputy Information Officers in terms of
s56 of POPIA, read with s17 of PAIA. The Information Officer should be the first point of contact for
any queries regarding this framework or any of the policies contained herein. The Information Officer’s
details are as follows:
Francois Ryke
Tel: +27 21 975 1718
Email: info@eceng.co.za
The Information Regulator
The Information Regulator’s office may be contacted for any queries regarding POPIA in general, or to
lodge formal documentation. According to the Information Regulator’s website, their contact details
are as follows (this may change and you are advised to find their most up to date details on their
website at www.justice.gov.za/inforeg/)
Information Regulator
JD House
27 Stiemens Street
Braamfontein, Johannesburg 2001

Schedule 1: Breakdown of personal information processed by ECE
(Please contact our offices at info@eceng.co.za for a list should you require it)
Schedule 2: Specific Retention Periods – Personal Information
(Please contact our offices at info@eceng.co.za for a list should you require it)
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